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Preferences

Categories

Digital Signatures
Commenting

Documents Creation & Appearance

Full Screen

General « Control options for signature creation Vore.
Page Display + Set the appearance of signatures within a document

3D & Multimedia Verification

Accessibility

+ Control how and when signatures are verifi

Adobe Online Services More..
Email Accounts
Forms

Identities & Trusted Certificates

Identity
Internet .

« Create and manage identities for signing
JavaScript

+ Manage credentials used to trust documents
Language

Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

sy (Enhanced)

)

Sagling

Tracker
Trust Manager
Units.

+ Configure timestamp server settings

More...

N
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*** Digital ID and Trusted Certificate Setting

g

Name nn'nn Ns0In NIN9>1 0N ,AYTN D70 T NTIVN ND0INY

Digital IDs ) ™ Export e Refresh & Remove ID

Roaming 1D Accour Issuer Storage Mechanism
Digital ID Files

Windows Digital ID

PKCS#11 Modules 2

Trusted Certificates

Manage My Digital IDs

This is a list of the digital IDs that are available for your use on this computer. Digital IDs
are private and should not be shared. They are used when you create a digital signature or
when you decrypt documents that are encrypted for you using Certificate Security.

Each digital ID has a corresponding public certificate which contains identifying information
about you and which you can share with others. This certificate is used by others to encrypt
documents for vou, or to validate your digital signatures. Select one of the entries above and
click Certificate Details to view information from your certificate. Use Export to share your
certificate with others.

Use Set Default to set or clear which digital ID is used by default when you sign or encrypt
documents. Use 4Add ID to add a new digital ID or to find an existing digital ID and add it to
this view. Use Remove ID to permanently remove a digital ID from this list and wherever it is
stored.

Jwnn? ,A new digital ID | want to create now NNYOXN NX D'INON XaN |I7N2
.Next \mod2 nnia

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID using:

() My existing digital ID from:
® A file
A roaming digital ID accessed via a server

A device connected to this computer

(®) A new digital ID | want to create now

10ymn 2 Tiny



New PKCS # 12 digital ID file g'voa nnia xan [17n2 :an'nn 210
Next nno>1 nnix qwunn?

Add Digital ID u

qu ljke to store your self-signed digital [D?

(® New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKCS#12 format.
This common digital ID file format is supported by mast security software applications,
including major web browsers. PKCS#12 files have a .pfx or .p12 file extension.

() Windows Certificate Store
Your digital ID will be stored in the Windows Certificate Store where it will also be

available to other Windows applications. The digital ID will be protected by your Windows
login.

70T NN 1Y'DI'Y 00190 XK DMYN KA (1701 :0'NTN D'01D
.TA'72 nirTvI? Ni'NIRA oWAAY7 02N D'095N 7D
x|

Add Digital ID

Enter your identity information to be used when generating the self-signed certificate.

Name (e.g. John Smith): |Israel Israeli

Organizational Unit: |A(iﬂumiﬂg

Organization Name: |H55haVShevet

Email Address: |israeli@hash.m‘il

Country/Region: | IL - ISRAEL ©
Key Algorithm: | 2048-bit RSA v
Use digital ID for: | Digital Signatures and Data Encryption v

i Cancel < Back Next >

NITYUN D X DTV naIn .7"1n [1I7n2 0'9'won NITIR N200n [70Y

DNINN OV Name

n1aN NpPNNn oY Organizational Unit

n1ann ow  Organizational Name

7"NIT naImd Email Address

NN'YI 1NN N1 TAN DX 0N DT 9'Y01 — N1YTn Country / Region
AL x¥'pa nmion 7xw nirmn

.Next 2im9>1 nnia ']VJYJH'? NNy I'RNT ||'7n1 D'v'osImn 0'soin 0'5'von NX
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DN NX'NNN N'NAY7 .Rep Directory noniwnn nx'Nna nn'nNn yaip DX inw?
YaIpn w7 'am y'oimn Browse - [I'v Ninoo2

Ahash7\rep :|7n7 nnaITa ,NoNIwNN N¥'NN2 DN axinD 17N

.PFEX aion X' yaizn nnro
Gl ‘Adobe Acrobat Reader DC — o]

file Edit View Window Help B
EX
Home  Tools Freferenes @ Sign In
Categories: ~
Recent ot —— Digital Signatures
ommenting = =
Stared [ Documents Add Digital ID b youssign in
Full Screen |
et save signatures, and access
Scans anywhere when you sign in.
Page Display Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID 10 sign or decrypt documents. You should make a note of the file Jocation x
FuEs 3D & Multime 50 that you can copy this file for backup or other purposes. You can later change options for this
Accessi i
My Computer Adobe
Email Ac
Document Cloud forms )| © © T k= Hash » rep » v & seachiep »
Identity =
Adddn Aot Intemet Organise ~  New foider =- @ E
JaaScil 5, yocal Disk (C) w = = 7
R ass-18
SHARED Measurin it
Measuriny b Gb
Shared by you Measurio ). GibHash
Multimed L Hasn?
Shared by others Multimed ey BACKUP CRMFILES
Reading
Reviewin) ). Perflogs
SIGN Search b X
Alh i Security J. Program Files
graemen Security ). Program Files (x86) 4 4
Signaturd
Spelling & RPX Setip Deduct Er
Tracker ). swrooLs
Trust Mai L ™R \
Units 2 ¥
File name: _ Iscaellsracli | = ot
o G :
~ Hide Folders Save Concel
3 Cancel
Clear Recent

na

™ a3napme

NIN INTAN IT NNAITA .N'Y702' TN NN'NINY NNO'0 D'WAIR XAN [17N] :AN0'o NNTaN
.123456 nno'on
xX

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
50 that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

File Name:

IC:\Hash?\re phlsraellsraeli.pfx Browse...

Password:

EERERER

N wea

Confirm Password:

EERERER

Finish

10ymn 4 Tiny
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Digital IDs '!'ljl j - @' ﬁ Export e Refresh & Remove ID

Roaming ID Accour = Name Issuer Storage Mechanism
Israel Israeli <israeli@hash.co.il> Israel Israeli <israeli@hash.co.il> Digital ID File

Digital ID Files

Windows Digital ID

PKCS#11 Modules a

Trusted Certificates

Israel Israeli
Accounting

Issued by: Israel [sraeli

Accounting
Valid from: 2019/12/23 11:26:29 +02'00'
Valid to: 2024/12/23 11:26:29 +02'00"
Intended usage: Digital Signature, Encrypt Document, Key Agreement

Acrobat n1>m nx 1a0%7 nyd N

.NAYAYNI N2 UNNWNYT T2 NTIVAN DX XAY7 W' DX D70 TN ATIVRNY INKY
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NX¥'NN2 Y'OI YaIpn 1INX700 'S 7V .yaizn MMyl N2 nx'Nn? *7¢ awnn? n0'oida
:C:\hash7\rep |7n%7 nnaIma ,nonivnn

Home Share View v 0
@ ~ 1 | » ThisPC » Local Disk(C) » Hash7 b rep » v O Search rep r
 Favourites 2 Name Date i Type Size Tags "
I Desktop | Deduct 11/08/2019 17:44 File folder
|4 Downloads | test 29/04/2019 11:39 File folder
i Recent places | IsrasSovar 13/03/2019 14:11 File folder
| B 23/01/2017 12:18 File folder
1A This PC | BACKUP 11/02/2016 12:10 File folder
Iy Desktop | Updates 19/11/2015 12:26 File folder
I Documents | OutlookFiles 11/11/2015 13:39 File folder
|4 Downloads | CRMFILES 20/10/2015 09:45 File folder
B Music _‘3 Israellsraeli 23/12/2019 11:26 Personal Informati... 3KB | e
K Pictures | rpgn250.rpd 17/12/2019 14:30 RPD File 4KB | Clnstanpex )
B Videos | rpgn249pd 17/12/2019 13:56 RPD File 4KB Scan for Viruses...
> Local Disk (C) | rpgn248.pd 17/12/2019 12:59 RPD File 5KB Open with '
& c§ (avivitoxp) (F) | REP8T4 09/12/2019 14:01 Text Document 3KB Send to 4
& QA2§ (\WIZSOFT.COM) (H) | 87422 1019.09121..  09/12/2019 13:50 Text Document 2KB Cut
& DEVS (WWIZSOFT.COM) () 522.5MP 04/12/2019 09:21 SMP File 1KB Copy
& dev§ (\wizsoft) (¥2) S21.5MP 04/12/2019 09:01 SMP File 1KB Create shortcut
& public (Wwizsoft.com) (Z) | enhanced.ard 06/11/2019 13:48 ARD File 8KB Delete
v | ENHANCE2.ARD 06/11/2019 13:19 ARD File 8KB Rename v
1,050 items 1 item selected 2.49 KB Properties L

Jsraellsraeli.pfx :n'ndnn R .N70"TN NN'MNN YAl DX D'¥A7N TN'WI] NN
qQ'vo1 "IN 277N V9N DN IR YAIN 7Y N7190 nPpna D7

Install PFX

17n2

:Current User 9'yoa 0N X' QuX

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(®) Current User

() Local Machine

To continue, dick Next.
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UNC a'ma na Tay ,Browse

File to Import
Spedify the file you want to import.

e name: \
A | erowse... |

i P
Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialised Certificate Store (.SST)

|NOY7 NAIN .NN'MNN YAl NN'Y' Ny DNYAPY NN0'oN NIX DN'Tan Xan 17N
.(Mark this key as exportable) xix*% n1 vyampnw

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

e
["]Display Password

Import options:

\W| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.
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Place all certificates in the following store :nnwsxn NX |no7 w' .xIA"

.Personal \ Registry nnn nnpgmn n'70: 70 nnmnnw XTI W
D"T'9 DMIANN AXN §'VON NX [N07 NAIN N axinn [1I7na1 Browse |I'v 1imosa nni

.Registry < Personal nnn nnnia .(show physical stores)

(€) = Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(_) Automatically select the certificate store based on the type of certificate
C

) Place all certificates in the following store

Browse...

Select the certificate store you want to use.

EH j Personal

#-{] Trusted Root Certification Authorities

#-{"] Enterprise Trust
i-{ ] Intermediate Certification Authorities
FL T Tristed Bklishers

-Naﬂ: ' Cancel
mysical stores )
oK | Cancel |

.Next 2\mod2 0Nl DipMmn DX DYKRN NYD
.Finish Aimo>2 11n27 v Do .x12"n 2%w NX DNIN Xan (17NN

Completing the Certificate Import Wizard

NN7¥N1 D'NON KIA'NY AYTIN Y'OIN NYD
The import was successful

The certficate wil be mported after you didk Finish.

You have specified the following settings:

File Name C:\HashT'vep\israellsrael.ofx

Finish | | Cancel
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Cerificates:

Name |ssuer
Israel Israeli Israel Israeli

20N N0TN NTIVRY IYED QWNR-Nr' DT 1702 Yol nyd

T IWm Nrmme 0T 071on

C=IL. E=israsli@hash co.il. QU=Accounting. O=Hashavshevet, CN=Israel 9
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